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KAPTY 3AABJIEHME O HECOITTACUM - Bnonuuuio

C OMEPALIMEN

L

+ No Homepy TenedoHa GaHka 3asaBneHne JONMKHO Yem GonbLie nioaei
Ha 6aHKOBCKOM KapTe 6bITb HANUCAaHO: . nopapyT 3asBneHus,
unu Ha ochuumanbHOM cante - B TeueHMe CyToK nocne TeM BblilEe BEPOSITHOCT,
» yepes MobuIEHOE NPUoXeHne coobLeHna 0 CnMcaHumn 4YTO NpecTynHUKOB
« Yepes NMYHBbIA KabuHeT AeHer - noimatot
Ha ocdhuumanLHOM canTe 6aHKa + Ha MecCTe B OTAe/IeHUun
6aHka

« B oTAeneHun 6aHka

KAK OBE3OINACUTb OEHbI'N HA CHETAX?

HUKOMY HE COOBLLAWUTE:

« CPOK AENCTBMSA KapTbl U TPEX3HaYHbIN Kog
Ha ee obopoTHol cTtopoHe (CVV/CVC)

« Mapou 1 Kodbl U3 yBeAOMNEHUN

« NOTMH M Naposib OT OHNaH-6aHKa

HE NYBNIUKYWUTE
nepcoHanbHble laHHble B OTKPbLITOM AOCTyne

YCTAHOBUTE
aHTMBUPYCbl Ha BCE YCTPOWCTBA

MoapobHee o npaBunax 6esonacHOCTH
uyuTanTe Ha fincult.info

KOAOBOE CJ/10BO

Ha3blBalTe TONbKO COTPYAHUKY GaHKa,
KOrfla Camy 3BOHUTE Ha ropaYyIo
NUHUIO

BaHk He KoMneHcupyeT
NnoTepu, ecniv Bbl HapyLUUIK

npasuna 6e3onacHoro
MCNONb30BaHURA KapTbl

®duHaHcoBas
KynbTypa



OCTOPOXHO:

TEJIEPOHHbIE MOLLEHHUKMUA!

S NMPUSHAKOB OBMAHA

HA BAC
BbIXOAAT CAMU

AdepucTbl MOTYT
npeacTaBUTbLCA CyX60M
6e3onacHocTK BaHka,
HanoroBowu,

NpPOKypaTypou

Jiobon HeoXUaaHHbIA
3BOHOK, CMC vnv nucbMo —
rnoBof HaCTOPOXUTbCA

HA BAC OABAT

AdepucTbl Bcerga
TOPONSAT, YTOObI

y Bac He 6bino
BpeMeHu Bce obaymaTb

FOBOPAT O AEHbBIAX

MpepnaraloT cnacTu
cbepexeHus, Nony4nTb
KOMMEeHCaLMIo U BNOXUTBCS
B UHBECTULIMOHHDBIA NPOEKT

3BOHAT
13 BaHka, nonuuMmn
= UK OpYron opraHusauum?
PALAYIOT BHE3AINHOM MPOCAT COOBLWMUTb
BbIrogou Unu NYTAIOT ~ YBEOUTECH, OAHHbIE
CManbIe aMoLMH 4TO 3TO HE MOLEHHWKMK! 3110yMbIll.IHEHHHKOB
NnpUTYNNAKOT MHTEepecCyloT PeKBU3UTDI
6auTenbHOCTb KapTbl, Maposiv U Koabl

Q BAXHO!

CoTpyAaHuKM 6aHKOB U NnonuumMmn
HUKOI'A He cnpawwuBaioT
pPeKBU3UTbI KapThbl, Naponu

n3 CMC, nepcoHarbHbie AaHHble
W He NPOCAT coBepliaTb
nepesoabl C Baller KapThl

f: 3 Kak 3awmtuThb ceom puHaHChl,
[w] »  yuTaiTe Ha fincult.info

M3 6aHKOBCKUX YBEOMIIEHUM

HUKOI'AA HUKOMY
HE COOBLUAMUTE:

kKoabl us CMC

TpPex3Ha4HblX Ko Ha 060pOTHOM
cTopoHe KapTbl (CVV/CVC)

PIN-kop
naponu/noruHbl K 65aHKOBCKOMY
NPUNOXEHMIO U OHNaUH-6aHKy

Kogoeoe CNnoBoO
nepcoHasibHble AaHHble

®duHaHcoBan
KynbTypa



KAK SALLUTUTDBCH
OoT OULLIUHITA

DuUIWKMHI — BUA MOLLEHHMYECTBa, Koraa y Yenoseka KpagyT
rnepcoHasibHble AaHHbIe UK AeHbrM € NOMOLIbIO CAUTOB-NOAAEIOK.
YacTo MOWeHHUKM AenaloT CalTbl, KOTOpbIe Kak ABe Kan/jv BoAbl
MOXOXXU Ha CanTbl peasibHbIX OpraHmMsauvmn

KAK MOXXHO OKA3SATbCSH
HA ®ULLMUHIOBOM CAUTE?

Mo ccbinkaM U3 MHTEpPHEeTa UK 3N1eKTPOHHOM NoYTbl, CMC,
COOBUIEHN B COLICETSAX U MEeCCeHKepax, peKnamsl,
06bABNEHUN O NOTepesx, pacnpopa)kax, KoMneHcaumax

OT rocygapcrtsa

Xakepbl 4YacTo B3/1aMbiBaloOT Yy)XKMe aKKayHThbl,
" d)HI.I.IVIHI'OBaﬂ CCbl/IKa MOXXeT ﬂpHﬁTH Aaxe OT 3HaKOMbIX

KAK PACIMO3HATb
SULLMNHIOBbIN CAUT?

Appec oT/IMYaeTcs OT HACTOALLEro N1Llb Napo CUMMBOJIOB
B agpecHOM cTpoke HeT https 1 3Havka 3aKpbITOro 3amka
Oun3aiiH CKONMpPoBaH HEKAYeCTBEHHO, B TEKCTax €CTb OWn6KM

Y canTa Mano cTpaHuu Unuv aa)ke ogHa — Ans BBoAa OaHHbIX
KapTbl

KAK YBEPE4YbCH OT ®ULLUNHTA?

YcTaHOBUTE aHTUBUPYC U perynspHo obHoBnsinTe ero
CoxpaHanTe B 3aKk/1aKax agpeca Hy>KHbIX CanToB
He nepexoaute no Nogo3puTesibHbIM CCblIKaM

Mcnonb3ayiTe OTAENbHYIO KapTy 415 NOKYMNOK B UHTEPHETE,
KNnaguTe Ha Hee HYXKHYIO CyMMY MpsMo nepep onnaTomn

MNoapo6Hee o npaBunax duHaHcoBas
Ku6eprurueHnl YaTanTe Ha KynbTypa




OT OHJTAUH-MOLLEHHNKOB

Y1061 gO6paThCcsa A0 BawMX 6aHKOBCKUX CHETOB,
MOLLUEHHUKaM HY>XXHbl BallX NepCcoHabHble AaHHble
U PEKBU3UTBLI KapT

Kakue cxeMbl UICNONb3yoT adpepUcTbl?

OBELUAIKOT 30/10ThIE IOPbI
Onpockl 3a BO3HarpaxaeHue, counansHble BbiNnaTtkl UNKM CBepxnpubbinbHbe
WHBECTULUMOHHBbIE NpoeKThl. FapaHTua BbiCTporo oborawueHnsa — npu3Hak obmaHa

3AMAHUBAIOT HA PACIMNPOOAXHU

OFDOMHbIe CKMOKW M HU3KKE LieHbl MOTYT OKa3aTbCH MOLUEeHHWYEeCKon yﬂOBKOI?I

CMNEKYNMUPYIOT HA TPOMKUX COBbITUAX

Hanpumep, o6basnsaoT cbop AeHer Ha pa3paboTky BakUWH, o6ellaoT BepHYTb
AeHblMN 3a OTMEHEHHbIE peﬁcm wnu NpeanaratoT NoONYy4YnTb rocyaapcreeHHbIe
AoTauunmn

MACKWPYHOTCH
PazbirpbiBatoT ponb NpoAaBUOB W NoOKynatenein Ha NnonynsapHbiX caMtax o0 bABNEHNIA

Kak o6e3onacuTb CBOU OeHbrM

B UHTepHeTe?

YcraHoBute AdHTMBUPYC N PerynapHo obHoBNANTE ero

3aBeauTe oTAENbHYI0 AeGEeTOBYIO KapTy ANS NnaTtexen
B MHTEpPHETE W KNaguTe Ha Hee HyXXHYI0 CyMMy nepen oniaToi

Bcerga npoBepsiTe agpeca 3NeKTPOHHOK NoYThl U CanToB —
OHW MOTyYT OT/IMYaTbCH OT ohUUManbHbIX MWL NAapoA CUMBONOB

He nepexoaute No ccbifikam OT HE3HAKOMLUEB —
Cpa3y yaanaiTe COMHUTE bHbIE COOOLEeHNA

HP‘EKOMy He coobulanTe cBON nepcoHaneHble AaHHbIE

MoppobHee o npaBunax
KubeprurmeHol e ®uHaHcoBas
uuTaitTe Ha fincult.info KYnoTyPa



@ baHk Poccum

KAK SALLUTUTD

CBOUTALKETDBI OT BUPYCOB

BUPYCDbI:

« OTKPbIBAIOT yAQ/NIeHHbIA AOCTYN K Ballemy yCTPONCTBY
« KpagyT NTOrMHbl U NApONu OT OHMaWH- U MO6UIbHOro 6aHKa
+ NepexBaTbIBalOT CEKPETHbIE KOAbI U3 cOObLeHnA

3anony4mB 3TU faHHble, KNGEepNpecTyrnHUKun
MOTYT NMOXUTUTb BCE AE€HbIr'U C BallUX CHETOB

KAK NMOHATD,

YTO YCTPOUCTBO 3APAXXEHO?

YTO OEJIATD,

EC/I1 HA YCTPOUCTBE BUPYC?

KAK SAWLKUTUTD

YCTPOWUCTBO OT BUPYCOB?

3aBucaeT, nepesarpyXaeTcs Uiu oTKIIYaeTcs
Camo 3aBepuwiaet paboTy NpUNoXeHUI
lMNMoka3biBaeT BCNNbIBAOLWME OKHA

Tepsaetr o6bEeM NaMAaATU

MozBoHMTe B 6aHK U Nonpocute 3a610KUpPoBaTh AOCTYIN
K OHNaWH- U MOBUnbHOMY 6aHKy U BCe KapTbl, KOTOpbie
MCroNbL30Banu Ha yCTPOWCTBE

O6paTtutecb B CEPBUCHbINA LIEHTP, YTOObI BblNIe4YUTb ragxer

MepeBbINycTUTE KapThl, CMEHUTE /IOTHH M Napo/b
OT OHNanH-6aHKa U 3aHOBO YCTaHOBUTE 6aHKOBCKOE MpUoXeHue

UcnonbzynTe aHTUBUPYC U perynsapHo ero o6HoBNAWTE

He nepexoguTe No ccbiZikaMm OT HE3HAKOMLUEB, He yCTaHaBMBanTe
NporpaMmbl rMo Ux Npocbbe n He UCMONb3YITe YyXue thnewwKkn

CkauyvBaiTe NPUNOXEHUS TONBKO U3 NPOBEPeHHbIX UCTOYHUKOB
O6HOBNRAATE OMNEepPaUMOHHYIO CUCTEMY YCTPOWCTBA

MUzs6erante obwepnoctynHbix Wi-Fi-cetei

Moppo6Hee o 3awuMTe ragXkeTos ®uHaHcoBas
yuTanTe Ha fincult.info KynbTypa



